Week Thirteen
Reading and Video Assignments

We do not have a text book for this course. Instead, here are your assigned weekly readings and videos.

Internet of Things (IoT) 
This week, you will learn how to protect connected devices and networks in the Internet of things. 

Objectives and Outcomes 
After completing this week, you will be able: 

· Demonstrate several security issues and challenges of collaborative data acquisition in IoT 

· Illustrate the challenges in securing different IoT applications 

· Express data security management in sensor networks 

Assigned Reading and Video 
1.)   A Case Study on Baby Monitor Exposures and Vulnerabilities by
Rapid7

https://www.rapid7.com/docs/Hacking-IoT-A-Case-Study-on-Baby-Monitor-Exposures-and-Vulnerabilities.pdf
2.)   IoT Security

http://internetofthingsagenda.techtarget.com/definition/IoT-security-Internet-of-Things-security
3.)   Why IoT security is so critical

https://theiotmagazine.com/why-iot-security-is-so-critical-381f4e7c29fc
4.)   An Experiment Shows How Quickly the Internet Of Things Can Be Hacked

https://www.npr.org/sections/alltechconsidered/2016/11/01/500253637/an-experiment-shows-how-quickly-the-internet-of-things-can-be-hacked
5.)   IoT Testing Guidelines

https://www.owasp.org/index.php/IoT_Testing_Guides
6.)   IoT Attack Surface Area

https://www.owasp.org/index.php/IoT_Attack_Surface_Areas
